3apeructpupoBaHo B MuHtocte P® 3 anpensa 2008 r. N 11462

OEAOEPAIIbHASA CITYXXBA NO TEXHUWYECKOMY U 3KCNOPTHOMY KOHTPOIIIO
N 55

®EOEPANbHASA CNY>XBEA BE3ONACHOCTU POCCUACKOW ®EQEPALINK
N 86

MWUHUCTEPCTBO UH®OPMALIMOHHbIX TEXHONOIMIU U CBA3MK
POCCUUCKOU dENEPALINA
N 20

NMPUKA3
ot 13 deBpans 2008 roga

OB YTBEPXXOEHUM NOPAOKANPOBEAOEHUA KNTACCUPUKALIMN NHOOPMALIMOHHbIX
CUCTEM NEPCOHAJIbHbLIX OAHHbLIX

B cooTtBeTcTBMM C nyHKTOM 6 MonoxeHns o6 obecneyeHmn 6e30MacHOCTU NEPCOHAarbHbIX AaHHbIX
npu ux obpaboTke B WHMOPMALMOHHBIX CUCTEMAx MepCoHanbHbIX AaHHbIX, YTBEPXAEHHOro
MocTtaHoeneHuem MNpasutensctea Poccuiickon ®egepauum ot 17 Hos6ps 2007 r. N 781 "O6 yTBepxaeHun
MonoxeHnss 06 obecneyeHMn Ge30MacHOCTM MEPCOHarnbHbIX [AaHHbIX NpyM  KUX obpaboTke B
VMHOPMALIMOHHBIX CUCTEMax nepcoHanbHbIX AaHHblX" (CobpaHve 3akoHopaTenbcTtBa Poccuickon
®epepaumm, 2007, N 48, yacTte Il, ct. 6001), npukasbiBaem:

YTBepautb npunaraembein [lopsagok npoBefeHus knaccudgukaumm MHOPMALMOHHBIX CUCTEM
nepcoHanbHbIX AaHHbIX.

OupexTop

depnepanbHon cnyx6bl
Mo TEXHUYECKOMY

1 3KCMOPTHOMY KOHTPOSO
C.N.TPUTOPOB

LupekTop

depnepanbHom cnyx0bl 6esonacHoCcTH
Poccunckon denepaunn
H.MN.NATPYLWEB

MwuHncTp

WHPOPMALIMOHHBIX TEXHOITOMMIN N CBA3U
Poccuickon ®egepauun

N.0.PEVMAH

YTBEpPXKAOEH

Mpukasom

®CT3K Pocecun,

®CB Poccuwu,

MwuHnHopmeBasun Poccumn

oT 13 cheBpans 2008 r. N 55/86/20

NnoPAQOK
NPOBEOEHUA KNACCUPUKALIMN NHOOPMALIMOHHbLIX CUCTEM
NEPCOHAINbHbIX AAHHbIX

1. Hactoswun lMopsgok onpegensieT npoBedeHWe Knaccudukaumm UHPOPMAaLMOHHBIX CUCTEM
nepcoHarnbHbIX AaHHbIX, MPeaCTaBMAoLWLMX COOON COBOKYMHOCTb NEPCOHAaNbHbLIX AAaHHbLIX, CoOAepXaLluxcs
B 0asax AdaHHbIX, a Takke MH(OPMALMOHHBLIX TEXHOMOrMA N TEXHUYECKUX CPEeACTB, MO3BOMSOLLMNX



ocylecTBnATe 06paboTKy Takux MepcoHanbHbIX AAHHbIX C UCMOMb30BaHMEM CpPeacTB aBTOMaTtu3aumm
(oanee - MHOPMALMOHHBLIE CUCTEMBI) <*>.

<*> A63aL nepsbii nyHkTa 1 MNonoxeHns o6 obecneyeHnn 6e30NacHOCTU NePCOHanbHbIX AAaHHbIX
npM ux obpaboTke B WHPOPMALUMOHHBIX CUCTEMAax MepcoHasnbHbIX OaHHbIX, YTBEPKAEHHOrO
MoctaHoBneHnem [llpaBuTtenbctBa Poccuiickon degepaumm ot 17 Hosibps 2007 r. N 781 (CobpaHue
3akoHogartenbcTBa Poccuiickon ®epepauun, 2007, N 48, yacts I, c1. 6001) (aanee - NonoxeHue).

2. Knaccudwmkaumsi MHEPOPMALMOHHBIX CUCTEM NPOBOAWUTCSH TOCYAapCTBEHHLIMU OpraHamMu,
MYHULMNANbHBIMW  OpraHamu, pUaNYECKAMU U DOU3NYECKMMU NMLAMKU, OPraHu3yloWwyMMu u  (unum)
OCyLLeCTBsALWMMM 06paboTKy NepcoHanbHbIX AaHHbIX, @ TakKe ONpeaensoWwyMm Lenn u coaepxaHme
06paboTkm NepcoHanbHbIX aHHbLIX (danee - onepaTop) <*>.

<*> A63aL nepBbIv NyHKTa 6 MNonoxeHus.

3. Knaccudukaums MHpOPMaLMOHHBIX CUCTEM MPOBOAUTCS Ha dTane co3gaHus MHAOPMAaLMOHHBIX
CUCTEM UNN B X04e UX 3KCnnyaTauum (ona paHee BBEAEHHbIX B 9KCNyaTaumio U (Mnv) MmogepHn3npyembix
WH(POPMALIMOHHBIX CUCTEM) C LENbio YCTAHOBMEHMS METOAOB U CnocoboB 3awuTbl MHOpMaLUmK,
HeobxoaMMbIx Anga obecneyeHnss 6e30nNacHOCTU NepCOHanNbHbIX AaHHbIX.

4. MNMpoBeaeHue knaccudmkaumm MHPOPMaLMOHHBIX CUCTEM BKIOYaeT B cebs criegyrowime atanbi:

cOOp 1 aHanNu3 UCXOAHbIX AaHHbIX MO UHPOPMALIMOHHOW CUCTEME;

npuceoeHne WMHMOPMaLMOHHON CUCTEME COOTBETCTBYIOLLEro Krnacca W ero [OKyMeHTarbHoe
odopmneHme.

5. Mpu npoBegeHun knaccudukaumm MHDOPMALNOHHOW CUCTEMbI YYUTbIBAKOTCA crnegylowue
NCXOAHbIE JaHHbIE:

kaTeropmusa obpabaTeHBaeMblXx B MHOOPMALMOHHOM CUCTEME I[NePCOHAJIbHBIX INAHHBIX —

X

onn

obwem obpabaTEBaeMbIx IIepCOHAaJIbHEX IaHHBIX (koIMuecTBO CYyOBEKTOB
[IepPCOHAaJIbHBEIX IAaHHHIX, IepCoHaJIbHBEIe IaHHEE KOTOPHIX OOpabaTeBalTCA B
nHOOPMAUMOHHOM cucreme) -— X ;

HIIO

3aJaHHble OMNepaTopoM XapakTEPUCTUKM 6e30MacHOCTU NepCcoHarnbHbIX AaHHbIX, 0bpabaTbiBaeMbIxX
B MHPOPMALIMOHHOW CUCTEME;

CTPYKTYpa MHPOPMaLNOHHOW CUCTEMBI;

Hanuune NoAKMYEHUN NHAOPMALIMOHHON CUCTEMBI K CETSIM CBSA3M OOLLEro nonb3oBaHusa v (Mnm)
CeTsIM MeXayHapoaHoro MHPOopPMaLMOHHOrO OOMEHa;

pexunm obpaboTkmM NepcoHanbHbIX AaHHbIX;

pexuM pasrpaHu4eHns npas A4ocTyrna nonb3osaTtenen NHPOpMaLMOHHON CUCTEMBbI;

MECTOHaXOXAEeHNEe TEXHUYECKMX CpeacTs MHGPOPMaLIMOHHON CUCTEMBI.

6. OmnpenensaoTcs cJenyomye kareropum obpabaTeiBaeMelXx B MHOOPMaLUMOHHOM
CUCTeMe IepPCOHAJIbHHEX IOaHHEX (X ):

nn

Kateropusa 1 - nepcoHarnbHble JaHHble, Kacallnecs pacoBOW, HALUWUOHANbHOW MPUHALMNEXHOCTMH,
NONUTUYECKUX B3IMAO0B, PENUIMO3HBLIX U DUNOCOPCKNX YOEXOEHUN, COCTOAHUS 300POBbS, UHTUMHOM
XN3HMU;

KaTeropus 2 - nepcoHarnbHble AaHHble, MO3BONAOLLNE NOEHTUDMLMPOBATL CyOBbEKTA NEPCOHANbHbIX
OAHHBIX 1 NONYYNTb O HEM AOMOMHUTENbHYI0 MHAOPMALNIO, 3a UCKIMOYEHNEM NEePCOHanbHbIX OaHHbIX,
OTHOCALLMXCA K KaTeropun 1;

KaTeropus 3 - nepcoHanbHble AaHHblEe, MO3BOMNAOLLNE UOEHTUMDULMPOBATE CYOBbEKTa NEPCOHANbHBLIX
OaHHbIX;

KaTeropus 4 - obeanuyeHHble 1 (Mnn) obLeoCTyMNHbIE NEPCOHarbHbIE AaHHbIE.

7. X MOXeT IIPUMHVMAaTb ClleyllMre 3HaUYeHMA:

HIIL

1 - B nHOPMAaLMOHHON cMcTeMe OQHOBpPEeMEHHO 0b6pabaTbiBatoTCA NepcoHarnbHble AaHHble Bonee
yem 100 000 cy6bEKTOB MepcoHarnbHbIX OAaHHbLIX UM NEePCOHarnbHble AaHHbIE CYOBbEKTOB NepCcoHarnbHbIX
OaHHbIX B Npegenax cyowvekra Poccunckon ®epepaumm nnn Poccuickon ®epepauum B LLENOM;

2 - B MHbOpPMaLMOHHON CUCTEME OQHOBPEMEHHO 0bpabaTbiBaloTCs NepcoHanbHble AaHHble oT 1000
80 100 000 cyObekTOB NepcoHanbHbIX OAaHHbLIX UMW NEpPCOHarbHble AaHHble CYOBbEKTOB MEpPCOHarbHbIX
AaHHbIX, paboTalwux B OTpacnm 3KoHOMMKM Poccuiickon depepaumu, B opraHe rocynapCTBEHHOM
BMNacTu, NPOXMBALLMX B Npeaenax MyHuuunanbHoro obpasoBaHus;



3 - B WH(OpPMALMOHHOM CUCTEME OAHOBPEMEHHO obpabatbiBaloTcs AaHHble MeHee yem 1000
CyOBbEKTOB MepcoHarnbHbIX AaHHbIX UMW MEePCOHanbHble OaHHble CYOBLEKTOB NepCOoHarbHbIX AAHHbLIX B
npegenax KOHKPeTHOW opraHu3aunm

8. Tllo 3agaHHbIM oOMepaTtopoM XxapakTepucTvkam ©6e30nacHOCTM MepCcoHarnbHbIX  AaHHBIX,
obpabaTbiBaemMbix B MHEHOPMALMOHHONW cucTeme, MHAOPMAaLMOHHbIE CUCTEMbI MOApasdenstoTcd Ha
TUNOBbIE U creyunarnbHble UHPOPMALNOHHbLIE CUCTEMBI.

TunoBble MHOPMALUOHHBIE CUCTEMbI - WH(OPMALMOHHbIE CUCTEMbI, B KOTOpbIX TpebyeTcs
obecneyeHne ToMNbKO KOHMUAEHLMANbHOCTN NEPCOHarbHbIX AaHHbIX.

CneuuanbHble MH(OPMAaLMOHHbIE CUCTEMbI - WHMOPMALMOHHbIE CUCTEMbI, B KOTOPbIX BHE
3aBMCUMOCTM OT HeobxoamMmocTn obecneyeHnss KOHPUAEHUNANbLHOCTU NePCOHanNbHbLIX AaHHbIX TpebyeTcs
obecneuntb XoTa Obl OOHY M3 XapakTepucTUK B6e30macHOCTN MePCOHarnbHbIX AaHHbIX, OTAWYHYI0 OT
KOHMAEHUMANbHOCTU (3aWMWLEHHOCTb OT YHUYTOXEHUS, M3MEHEHUs, BGrOKMPOBaHUSA, a TakkKe WHbIX
HEeCaHKLUMOHMPOBAHHbLIX 4ENCTBUN).

K cneumanbsHbIM MHPOPMALIMOHHBIM CUCTEMAM AOMKHbI ObITb OTHECEHDI:

MH(OPMALIMOHHBIE CUCTEMbI, B KOTOPbIX 0OpabaTbiBaloTCA nepcoHanbHble AaHHbIE, Kacalolnecs
COCTOSIHMSA 340POBbSA CYyObEKTOB NEPCOHAMNbHBIX AAHHbIX;

WH(POPMAaLIMOHHLIE CUCTEMBI, B KOTOPbLIX NPEAYCMOTPEHO MPUHATUE HA OCHOBAHUM UCKITIOYUTENBHO
aBTOMaTU3MpOBaHHONW 00paboTkM nepcoHanbHbIX OaHHbIX PELIeHUA, MOoPOoXAAKLWNX opuanyeckme
NnocneacTsus B OTHOWEHUU CyObekTa nepcoHarnbHbIX AAHHbIX UKW MHbIM 06pa3oM 3aTparmBaroLLMX ero
npasa 1 3aKOHHbIE NHTEPECHI.

9. Mo cTpyKTYype NHPOPMALMOHHbIE CUCTEMBbI MOAPA3AENSOTCS:

Ha aBTOHOMHbIE (He NOAKMOYEHHbIE K MHBIM MHOPMALIMOHHBIM CUCTEMAaM) KOMMNITEKChl TEXHNYECKMX
W NporpaMMmHbIX  CPeAcTB, NpedHa3HayeHHble  Ana  obpaboTkm  nepcoHanbHbIX  AaHHbIX
(aBTOMaTu3npoBaHHble paboyne mecTa);

Ha KOMMJEKCbl aBTOMATU3MPOBaHHbIX pabo4vmx MecT, 00 beaNHEHHbIX B €4UHYI0 MHGOPMALIMOHHYIO
cucTteMy cpeactBaMu CBsi3M ©e3  MCMoNb30BaHUSA TEXHOMOrMM  yAarieHHOro [JocTyna  (nokarnbHble
WHOPMALIMOHHBIE CUCTEMBI);

Ha KOMMIEeKCbl aBTOMAaTMU3NPOBaHHbIX paboyvmx MECT 1 (Mnn) nokarnbHbIX UHPOPMALMOHHBIX CUCTEM,
00beAVHEHHbIX B €AMHYH MHAOPMAaLMOHHYK CUCTEMY CPEACTBaMM CBA3M C UCMOJIb30BaHNMEM TEXHOMOMMM
yAaneHHoro goctyna (pacnpegeneHHble MHOPMaLNOHHBIE CUCTEMBI).

10. o HamuuMio NOAKNIYEHWA K CeTAM CBA3M obuwero nonb3oBaHus W (Mnu) ceTam
MEXOYHApOAHOIO  MH(OPMAaLMOHHOTO OBMEeHa WHMOPMAaUMOHHbIE CUCTEMbI MOAPA3AENsATCA  Ha
CUCTEMBbI, UMEIOLLME NOAKITIOYEHNUS, U CUCTEMbI, HE UMEIOLLME NOAKITHOYEHUN.

11. Mo pexxumy 06paboTkm nepcoHanbHbIX AaHHbIX B UHPOPMALMOHHON CUCTEME MHEPOPMAaLMOHHbIE
CUCTEeMbI MOAPA3AENAITCA Ha OQHOMOMNb30BaTENbCKNME U MHOrONOMNb30BaTENbCKUE

12. Tlo pasrpaHnyeHMio npaB AoCTyna nonb3oBaTtenien UHPOPMAUMOHHbIE  CUCTEMBbI
noAapasgensTca Ha CUCTeEMbl ©e3 pasrpaHnyYeHns npaeB OCTyMa M CUCTEMbI C pasrpaHuyeHvMeM npas
goctyna.

13. lHdopmaunoHHbIE CUCTEMBI B 3aBUCUMOCTU OT MECTOHaXOXAEHUS UX TEXHUYECKUX CPeacTs
noapasfensaTca Ha CUCTEMbI, BCe TEXHUYECKME CpeAcTBa KOTOPbIX HaxoasaTces B npefenax Poccuiickon
degepauumm, N CUCTEMbI, TEXHUYECKME CPeACcTBa KOTOPbIX YaCTUYHO WNKU LENMKOM Haxoddtca 3a
npegenamu Poccuinckon ®egepaunn.

14. Tlo pesynbTataM aHanusa WCXOOHbIX [AaHHbIX TUMOBOW WMHMOPMALMOHHON CUCTEME
np1cBanBaeTCs OOUH U3 CreAYLLINX KIacCoB:

knacc 1 (K1) - nHdopmauUMOHHbIE CUCTEMBI, ANst KOTOPbIX HapyLleHue 3a4aHHON XapaKTepucTuku
BesonacHOCTN nepcoHarnbHbIX AaHHbIX, obpabaTblBaeMbIX B HUX, MOXET NPUBECTU K 3HAYUTENbHbIM
HeraTUBHbIM MOCNEeACTBUAM A1 CYOBbEKTOB NepPCOoHasbHbIX AaHHbIX;

knacc 2 (K2) - nHdopmMaLMOHHbIE CUCTEMBI, A5 KOTOPbIX HapyLleHne 3aJaHHOW XapaKTepucTuku
Oe3onacHOCTM MepcoHanbHbIX AaHHbIX, obpabaTbiBaeMblX B HUX, MOXET MNPUBECTU K HEraTMBHbIM
nocneacTeusaM Anst Cy6beKkToB NepCoHanbHbIX A4aHHBIX;

knacc 3 (K3) - nHdopmMaLMOHHbIE CUCTEMBI, A5 KOTOPbIX HapyLleHne 3aJaHHOW XapaKTepucTuKm
©e3onacHOCTN NepcoHasnbHbIX AaHHbIX, obpabaTbiBaeMbiX B HUX, MOXET MPUBECTM K HE3HAYUTENbHbIM
HeraTMBHbIM MOCNEACTBUAM AN CYOBbEKTOB NepCcoHarnbHbIX AaHHbIX;

knacc 4 (K4) - nHdopmauNOHHbIE CUCTEMBI, AMS KOTOPbIX HapyLleHne 3adaHHOW XapaKTepucTuku
f©esonacHOCTM nepcoHanbHbIX AaHHbIX, oObpabaTbiBaeMblX B HUX, He MNPMBOAUT K HEratMBHbIM
nocneacTeusAM Anst Cy6beKkToB NepcoHanbHbIX AaHHbIX.

15. Knacc TnoBon nHpopMaLmOHHON CMCTEMBI ONPedenseTcs B COOTBETCTBMM C Tabnumuen.

X \X 3 2 1
[ HIOL

xKareropus 4 K4 K4 K4



xKaTeropmusa 3 K3 K3 K2

KaTeropmusa 2 K3 K2 K1

Kareropusa 1 K1l K1l K1

16. No pe3ynbTaTamMm aHanmsa UCXOAHbIX JAHHbLIX KNacc cneumanbHOW UHOPMALMOHHOW CUCTEMBI
onpegensieTca Ha OCHOBe Mofenu yrpo3 6e3onacHOCTU NepcoHarnbHbIX OAHHbIX B COOTBETCTBUWU C
METOAMYECKMMUN OOKYMEHTaMu, paspabaTbiBaeMbiMM B COOTBETCTBMM C NYHKTOM 2 [locTaHoBneHus
MpaButensctea Poccunckon ®epepaumm ot 17 Hosbpa 2007 r. N 781 "O6 ytepxxaeHun MNonoxeHns o6
obecneyeHnn 6e3onacHOCTM NepcoHarnbHbIX AaHHbIX NPY X 06paboTke B MHPOPMALMOHHBLIX CUCTEMAX
nepcoHarnbHbIX AaHHbIX" <*>.

<*> CobpaHue 3akoHogaTenbcTBa Poccunckon ®egepaumn, 2007, N 48, yacTs Il, cT. 6001.

17. B cnyyae BblgeneHus B coctaBe MHPOPMaLMOHHON CUCTEMbI MOACUCTEM, KaxXadas u3 KOTOpbIX
ABNAeTCA MHMOOPMAaLMOHHON CMUCTEMON, MHAOPMAaLMOHHON CUCTEME B LeNOM MpucBavBaeTCcsa Knacc,
COOTBETCTBYIOLLMI Hanbornee BbICOKOMY KIacCy BXOASALMX B Hee NoACUCTeM.

18. PesynbTtatbl Knaccudukaumm UHPOPMAaLMOHHBIX CUCTEM OGQOPMAAIOTCS COOTBETCTBYHOLLMM
aKkToMm onepaTopa.

19. Knacc nHdopmauroHHON CUCTEMbI MOXET ObiTb NEPECMOTPEH:

MO pelIeHuo onepaTtopa Ha OCHOBE MPOBEAEHHbIX UM aHanmM3a K oueHku yrpo3 6esonacHocTu
nepcoHanbHbIX AaHHbIX C Y4EeTOM OCOBEHHOCTEW M (M) M3MEHEHUN KOHKPETHOM WMHOPMALMOHHON
CUCTEMBI;

no pesynbTataMm MeponpuATMA MO KOHTPOMK 3a BbINONHeHWeM TpeboBaHuMn kK obecneyeHuio
6e3o0nacHOCTM NepcoHanbHbIX AaHHbIX NpY Ux 06paboTke B MHCHOPMALIMOHHOW CUCTEME.




